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WHAT IS AUTOPILOT?

Windows AutoPilot is cloud-based deployment 
technology that’s available in Windows 10. It allows 
you to deploy and configure customer devices over the 
internet, with no interaction as an administrator or IT. 

It builds on existing modern management technologies 
like Azure Active Directory (AAD) and Mobile Device 
Management (MDM) to manage and configure devices 
by automatically enrolling the devices in these solutions 
at their first bootup, right out of the box. 

The result is a deployment solution that can keep pace 
with dynamic modern environments, thereby making 
the most of what technologies like Microsoft 365 and 
Enterprise Management and Security can offer.
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AUTOPILOT’S KEY FEATURES

Deployment and configuration of devices with AutoPilot involves 
some features being directly enabled by AutoPilot and others 
provided by modern management solutions that, together with 
AutoPilot, form a complete solution. 

These features transform the way that devices are deployed by 
enabling customisation of the first boot experience and providing 
automated configuration of deployed devices.

Some of the features enabled by AutoPilot directly include: 

• Disabling local administrator permissions on deployed  
devices for standard AAD users 

• Automating the Out of Box Experience, with options to  
suppress pages like the End-User License Agreement (EULA) 

Using modern management to configure and deploy  
devices with AutoPilot also enables benefits such as: 

• Presenting organisation branding to users at the first  
prompt to log in 

• Automatic enrolment in Microsoft Intune or an  
alternate MDM solution 

• Device configuration, policies, and apps defined by  
Intune or an alternate MDM solution applying to a device 
immediately upon the first logon, setting up the device  
for the user to begin using it
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AUTOPILOT REQUIREMENTS

Recommended for…
AutoPilot is the recommended deployment option for Surface devices, 
including Surface Pro 7, Surface Laptop 3, and Surface Pro X, which is 
specifically designed for deployment through AutoPilot.

Customer Requirements…
The deployment of devices with AutoPilot requires 
the following: 

• Azure Active Directory (AAD) Premium (P1 or P2) –  
Required to automatically enrol devices in MDM and for users  
to use their organisational credentials to log into the device

• Mobile Device Management (MDM) such as Microsoft Intune –  
Required to deploy apps and configure devices enrolled in 
AutoPilot over the cloud

• Office 365 ProPlus (ProPlus, E3, or E5) – Required for 
deployment of Microsoft Office to devices enrolled in  
AutoPilot over the cloud 

These requirements are also met by the following:

• Enterprise Management and Security (EM+S) (E3 or E5) – 
includes Azure Active Directory Premium and Microsoft Intune 

• Microsoft 365 Enterprise (E3 or E5) – includes Enterprise 
Management and Security, Azure Active Directory Premium, 
Microsoft Intune, and Office 365 ProPlus

• Microsoft 365 Business – includes Office 365 ProPlus and  
a select set of Azure Active Directory Premium and Microsoft 
Intune features to support AutoPilot deployment
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Partner requirements…
Partners looking to facilitate deployment  
with AutoPilot for their customers must: 

• Be a registered Microsoft Cloud Solution Provider 
(CSP) with access to the Partner Center.* 

• Have a reseller relationship with the customer. 

• Partners do not require administrative access  
to the customers AAD or MDM environment  
to register devices. 

• Enrolment of Surface devices with AutoPilot  
through the Partner Center, where registration  
is being performed by the partner at the time  
of purchase, requires knowledge of the following 
information for each device: 

 • Serial Number – 12-digit number

 • Manufacturer Name – Microsoft Corporation 

 • Device Model – e.g. Surface Pro

*Not yet a CSP? Westcoast Cloud can ensure your journey to becoming one is smooth. Our onboarding process 
does much more than just providing you with the relevant licenses. Instead, we’ll be there every step of the  
way, from setting up your account and developing a bespoke development programme, through to reviews  
and support that adds new value to your propositions.
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HOW AUTOPILOT WORKS
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After the user logs in, the 
organisation’s MDM infrastructure 
takes control of the device’s 
configuration, applying settings, 
policies, and apps. And after  
a period of syncing with the  
MDM policies, it’s ready to go  
as a corporate-owned device.

The user is prompted to select 
their desired language and 
keyboard layout, and to connect 
to a wireless network if a wired 
connection to the internet is  
not found.

When a configured device is 
booted up for the first time, 
prior to the Windows Out-of-Box 
Experience (OOBE), the device’s 
unique signature is checked 
against the database of devices 
enrolled in AutoPilot.

Preparation begins at the  
factory, where a unique signature 
is harvested from each device  
and catalogued in a central  
cloud database.

2 4 6
Surface devices are enrolled for AutoPilot 
deployment by providing the serial number 
during device registration via the Partner 
Center. It’s matched with the unique 
signature, which is then used to enable 
AutoPilot deployment on the device.  
Once registered, the device can be enabled 
for AutoPilot and configured for automated 
deployment over the cloud.

If the device signature matches a signature 
that has been enrolled in the program,  
a profile is downloaded over the internet 
that simplifies and helps to complete 
OOBE on behalf of the user and enrols the 
device in the organization’s AAD and MDM 
infrastructure. Devices are configured and 
ready to work for your users without the 
need for reimaging, access to on network 
resources, or even physical presence in  
your organisation’s buildings or offices.

After connecting to the network, OOBE 
proceeds in accordance with the specified 
configuration, which can be set to complete 
without any additional questions and to 
bring the user directly to a customised login 
prompt, where they can log in with their 
company credentials.
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AUTOPILOT BENEFITS

AutoPilot aids in many phases of device lifecycle management where 
Windows deployment, or redeployment, is required. The purchase 
and initial deployment of new devices is one such phase. 

Others include Support Desk workflows where troubleshooting  
or diagnosis requires the device to be reset. In these instances,  
the device does not need to be returned to the helpdesk for 
reimaging, the user can perform a factory reset on the device and 
AutoPilot will perform the device configuration during the device’s 
first bootup with the restored image. 

Remote worker and contract device deployment is another  
scenario, where devices are used by a remotely located workforce  
or a rotating workforce where devices are typically reimaged 
between users. In these instances, working transitioning out can 
simply reset their device and ship it directly to another worker, 
rather than back to IT for reimaging. 
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WHICH CUSTOMERS 
COULD WORK BEST 
WITH AUTOPILOT? 

Customers that have invested heavily in modern 
management and cloud technologies, such as  
Microsoft Intune and Office 365, have the easiest 
pathway to adopting AutoPilot. 

A customer with an established AAD environment, 
MDM solution, and Office 365 merely needs to enrol 
the devices to get the benefits of automated zero 
touch deployment, where customers with one or more 
of these pieces missing will need to implement these 
technologies and solutions to accomplish a successful 
AutoPilot deployment.
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Which customers are not such a good fit?

Customers with established on-premise solutions and 
methods for management of their devices, such as 
environments managed solely through System Center 
Configuration Manager, lack the necessary cloud 
infrastructure for devices deployed with AutoPilot  
to be configured fully over the cloud. 

On premise applications that have not been configured  
to support deployment mechanisms, such as MDM, 
similarly represent a blocker to customer adoption of 
AutoPilot, although this obstacle can be overcome with 
System Center Configuration Manager co-management 
with Microsoft Intune. For these customers, adoption of 
zero-touch cloud-based deployment may form a piece  
of a larger modern management migration.

White Glove
In contrast to standard Autopilot, our ‘White Glove’ offering 
means that everything a device requires is downloaded prior 
to customer delivery. It’s simply ready to go, out of the box, 
with no requirement for additional resources. 

The White Glove service ensures devices are delivered 
fully configured and business-ready to the end customer. 
Through the White Glove service, the provisioning process 
is split, with the really time-consuming portions (such as 
downloading and setting up apps) performed by our teams 
here at Westcoast. That means more time back for your 
value-adding activities and a quicker start for the end user. 
This can also all be achieved without ever having to access 
the end-user’s on-premise domain infrastructure. 

Opting for a White Glove deployment doesn’t limit your 
customers’ choice either. They will still be able to set up 
their devices with their own language, locale and keyboard 
settings (amongst others) once received. 

All they’ll need to do is turn on the device and move through 
the standard Autopilot-powered experience that their IT has 
personalised – no need to wait for gigabytes worth of apps, 
policy data and settings.
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WHY WESTCOAST

Westcoast has developed a range of services 
from beginning to end of the supply chain 
to ensure your customer experience is 
second to none – and our Configuration and 
PDI departments that can help with your 
every need when deploying goods to your 
customer site. 

These services are designed to take the 
cost out of your business, eliminate DOA’s, 
and save time and manpower. And most 
importantly, you’ll have just one bill from us. 

Westcoast Services is here to help with 
any of your requirements, so why not talk 
to your account manager today or use our 
online electronic forms. We look forwarding 
to helping you in the very near future.
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SURFACE SERVICES

Imaging 

Our configuration centre gives us the ability to image 
120 units in unison and gives customers the connectivity 
to build servers 24 hours a day if required. We can also 
install VPN access to a dedicated customer network or 
host a customer-supplied deployment server. Our image 
technicians will work closely with you to ensure that we 
can help deploy any image to your specific requirements, 
or work with the end user to create the master images. 

Asset Tagging 
Our configuration team can asset tag just about 
anything. Time delays are avoided by the labelling  
and documenting of hardware before it arrives on site, 
so it can be deployed immediately upon arrival. 

Laser Etching 
We run our own laser etching services, which can be 
used across a wide range of products. Your customers 
can designate anything from company names and asset 
numbers to personal messages. This is particularly 
handy in schools and other public-sector organisations 
where a large amount of equipment can be accessed  
by a high number of users.
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westcoast.co.uk/Surface

https://surface.westcoast.co.uk
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